SPOT TECH SCAMS

& Avoid Internet Fraud

TECH SCAMS INVOLVING REMOTE
ACCESS AND SUPPORT ‘

ONTHER

HERE’S WHAT T0 LOOK FOR TO EXTODEII{T

WARNING!

YOUR COMPUTER MAY BE AT RISK:
202-555-1234 n
Fake Caller ID . .
Your Personal and Financial Information 202-555-1234 Your PC ran into a problem that it
may not be secured. o couldn’t handle.

CALL US NOW FOR SUPPORT .o Call 202-555-1234 for immediate tech support.

202-555-1234

FEAR TACTICS UNEXPECTED PHONE CALLS SECURITY POP-UP MESSAGES
& EMAILS

TECH SUPPORT SCAMMERS

This is Dave from
Microsoft, we have
been alerted of a virus

on your computer... .
Y s I am going to need your

information immediately so
that | can stop the virus from
destroying your files.

WILL POSE AS ACTUAL TECH SUPPORT WILL CHARGE YOU FOR SERVICES YOU DON'T NEED
WILL PRESSURE YOU TO MAKE FAST DECISIONS (MAY ALSO INSTALL MALWARE)

\l/,

\
COMMON DON'T CLICK ON LINKS, CALL PHONE NUMBERS, OR ANSWER THE
SENSE PHONE FOR TECH SERVICES

Do NOT REMOTE SUPPORT TECHS CAN’T GAIN ACCESS TO YOUR

ALLOW ACCESS

nee REPORT ANY IF YOU SUSPECT SOMEONE OF MALICIOUS USE OF REMOTE SUPPORT
SOFTWARE, REPORT [T T0 YOUR LOCAL AUTHORITIES OR FILE

FRAUD AC“VHY COMPLAINTS WITH OR THE FB]

OO Copyright©2019 ConnectOn, Inc. The recommendation(s), advice and contents of this
material are provided forinformational purposes only. ConnectOn andits affiliates specifically
O disclaim any warranty or representation that acceptance of any recommendations or advice

OO — contained herein will make any persons or property safe. By providing this information
onnec n ” to you, ConnectOn does not assume (and specifically disclaims) any duty, undertaking or
responsibility to you. The decision to accept or implement any recommendation(s) or advice

A SUITE OF IT SOLUTIONS TO KEEP BUSINESS BUZZING contained in this material must be made by you.




